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Executive Summary 
A plug fest is an industry best practice for demonstrating information technology (IT) 
interoperability in a particular enterprise. Participants earn market share by proving to customers 
that modular vendor offerings add value out of the box while meeting architecture standards and 
specifications. The ability to share data effectively across distributed nodes with rapidly evolving 
state-of-the-art commercial information technology is a key netcentric goal of the defense 
community. However, the defense acquisition process has had little success achieving that goal 
for at least two reasons: acquisition strategies do not incentivize horizontal interoperability, and 
existing command, control, communications, computers, intelligence, surveillance, and 
reconnaissance (C4ISR) IT infrastructure is not sufficient to support the most critical and 
demanding tactical edge scenarios. The Defense Enterprise will close these gaps by working with 
like-minded government organizations and commercial consortia to establish an open 
government-industry community incentivized to address them pragmatically. This community is 
working with the military operational community to expose critical tactical use cases. It will also 
continuously evolve open standards that leverage COTS IT; address military-specific 
requirements; and demonstrate value added, interoperability, and security in runtime. The 
Government will reduce bureaucratic barriers to implementing these components with 
demonstrated capabilities via proven approaches such as approved product lists (APL) and 
convenient pre-negotiated contract vehicles.  
A plug fest is an industry best practice for demonstrating IT interoperability 
across a particular enterprise. A community of practice defines its plug as the 
suite of open standards necessary to configure and interactively operate a 
particular offering within the target architecture. Event sponsors provide use 
cases, software development kits (SDK), incentives, and terms of competition. 
Participants gather in the same live or virtual lab and tweak their offerings against 
the plug and the use cases. The objective is to demonstrate how the offering 
interoperates with other components in the enterprise to clearly add value. 
Typically judges from the customer community choose the winner of a 
competition. However, the real value to the participants is expanding the art of 
the possible (and market share along with it) within the chosen enterprise.  
The defense community has pursued the vision of netcentric enterprise for a 
decade and a half. From an operational perspective, the objective is to excel at 
brokering and processing data across globally distributed nodes and thereby 
achieve information dominance. From an engineering and acquisition 
perspective, the supporting objective is to continuously harvest rapidly evolving 
commercial IT.  
The netcentric concept is inherently horizontal; that is, various distinct, 
semiautonomous domains of an enterprise invest in and share the same 
distributed, interoperable information infrastructure. In this case, interoperable 
applies to both build time and runtime. In build time, new shrink-wrapped IT 
components simply plug in out of the box. In runtime, the IT components function 
effectively with each other to create, discover, and deliver valued information in 
time to support critical decisions.  
The defense technical community has pursued this netcentric vision via attempts 
to adopt commercial best practices; that is, open, modular COTS IT paradigms 
such as enterprise architecture (EA), service-oriented architecture (SOA), open 
source software (OSS), ಯAgile,ರ ಯapps storesರ, and (lately) ಯthe cloudರ. After all, 
these paradigms appear to be central to the success of innumerable commercial 
enterprises that excel at both horizontal network-enabled information 
management and the rapid, adaptive, evolution of technology. Yet the defense IT 
acquisition process has famously failed to realize the potential of those 
approaches (as in the National Defense Authorization Act [NDAA] section 804 for 
fiscal year 2010).  
A growing school of thought concludes that the reason for the lack of defense 
enterprise success is a lack of appreciation for the underlying business 
pragmatics that allow horizontal approaches to succeed in industry. The inherit 
nobility of the cause for national defense does not exempt the business of 
national defense from the basic truth that ಯyou get what you pay for.ರ   
Modular open enterprises, such as Amazon, Travelocity, and the Apple App 
Store, don't succeed simply because someone dictates compliance with policy 
and standard sets. Rather, IT-enabled enterprises scale up successfully because 
a clear value proposition, supported by a credible business model, makes it 
obvious to all the members of the ecosystem why complying with enterprise 
standards and policies is worth the cost. Namely interoperable enterprise 
infrastructure offers a channel to profitably sell and consume interoperable 
products and services.   
Defense enterprise business models (i.e., acquisition strategies) do not generally 
account for the value propositions associated with the desired netcentric 
outcomes. Indeed, defense acquisition strategies remain overwhelmingly vertical. 
That is, defense procurement budgets and associated solicitations are tightly 
coupled to stovepipe system solutions. Acquisitions of so-called enterprise 
services are managed within these budget stovepipes. 
Further, the defense acquisition process makes compliance with standards and 
policies an objective in and of itself. Defense acquisition practice includes the 
serial delivery of multiple expensive static compliance documents and 
certifications, each of which takes a contractor many months to prepare. All these 
documents are delivered before the first increment of capability is delivered to the 
customer. In successful commercial enterprises, standards compliance is only a 
boundary condition. For example, the best practice is to use workflow 
management tools to automatically generate Sarbanes-Oxley Act of 2002 
compliance documents as a by-product of commerce.  
Commercial certifications come in the form of logos; that is, seals of approval, 
which make goods and services more marketable. In IT markets, these logos 
typically describe compliance with effective processes (e.g., e-file, App Store, 
Amazon) rather than evaluation of a specific offering.  
Issues with acquisition strategy notwithstanding, commercial enterprises, like 
Apple et al., do not need to address requirements like those posed by the most 
demanding military use cases. Mainstream COTS IT client/server paradigms 
common to a web-enabled industry are no doubt widely applicable across the 
defense enterprise. However, the latencies, bandwidth requirements, and 
security issues associated with COTS client/server technology stacks have not 
been shown to satisfy the most stringent netcentric tactical edge applications. In 
particular, managing real-time, sensor-to-shooter information processing and 
decision support across disconnected, interrupted, and low-bandwidth (DIL) 
networks requires levels of assurance not yet available from COTS client/server 
paradigms.  
Various members of the Defense Enterprise are working with the Multi Agency 
Collaboration Environment (MACE) research initiative to address the gaps 
between the defense IT acquisition goals and achievements described above. As 
stated, some gaps are technical, such as the lack of a high-assurance, 
datacentric, distributed IT infrastructure. Other gaps exist in military acquisition 
process and culture, such as the lack of acquisition strategies appropriate for 
harnessing rapidly evolving commercial IT. Accordingly, MACE is working with 
with like-minded government organizations and COTS industry to design open 
system approaches (OSA).  In this case OSA includes not only well-specified 
open standards, but also value propositions and business models (i.e., 
acquisition strategies) that will align the COTS industry with defense netcentric 
objectives.  
With that in mind, the Defense Plug Fest community aims to lower barriers to 
entry for COTS vendors by 
• Working continuously with COTS vendors—as peers rather than at arm's 
length—to capture evolving COTS standards and successful processes 
and translate them pragmatically into up-to-date, enforceable 
specifications for C4ISR common computing environments (CCE) 
 
• Providing SDKs for high-assurance, preapproved, lightweight, real-time, 
virtual security components  
 
• Providing open access to military operational subject matter experts 
(SME) and use cases  
 • Developing methods to certify and offer IT products and services as easily 
procured, preapproved components of a particular C4ISR CCE 
 
• Streamlining solicitation and source selection by objectively and succinctly 
specifying desired outcomes, budgets, and short timelines  
 
The conceptual Plug Fest ಯplugರ, i.e. standard stack,  is informed by, and informs, 
the evolution of, Intelligence Community Information Technology Environment (IC 
ITE), Joint Information Enterprise (JIE), Defense Intelligence Information 
Enterprise (DI2E), Unmanned Aerial Vehicle (UAV) ground segment (UCS), and 
Multiple Independent Layer of Security (MILS) standards.  
Members of the Plug Fest Community use their COTS offerings to instantiate 
instances of the Plug Fest stack for particular demonstration venues.  The stack 
includes network transport, datacentric publish-subscribe software infrastructure, 
enterprise SOA middleware, and a geospatially enabled application development 
framework. It includes government-furnished components for security and 
information interoperability. Vendors team with operational SMEs to demonstrate 
the interoperability and added value by their off-the-shelf offerings or ability to 
mash up those offerings on the fly. 
Demonstrations will ultimately occur within a richly instrumented Open Standard 
Test Frameworkರ (OSTF).  The OSTF includes plug-and-play test tools and 
simulations services to thoroughly and flexibly evaluate components and systems 
under test against test cases of interest.  
Plug Fest demonstrations use cases are developed through close collaboration 
between military experts and systems engineers.  Use cases include the 
following elements: 
• Scenarios: vignettes that describe military objectives within context of 
geopolitical factors and force structures. 
• Mission threads: detailed sequences of events associated with particular 
missions and desired outcomes. 
• Legacy architecture: technical descriptions of relevant existing 
communications transport, computer hardware and software, sensors, and 
vehicles. 
• Target architecture: Reference models (per “Model Driven Architecture”) of 
open system approaches such as IC ITE, JIE, DI2E, UCS, and HAP.  
• Test cases: Objective Measures of Effectiveness (MOE), provided by 
operational customers, mathematically coupled to critical system-level and 
process-level Measures of Performance (MOP); live, virtual, and 
constructive simulations of scenarios, mission threads, and architectures.  
• Software development kits: Government off the shelf (GOTS) software and 
documentation designed to assist developers to configure their offerings in 
the plug fest environment.  
Beyond merely demonstrating capability, the plug fest process will mature to 
actually certify COTS and GOTS offerings. Approved products lists (APL) are a 
well-established means to reduce bureaucracy and accelerate deployment of 
COTS products, including some IT hardware.  For example the Unified Cross 
Domain Management Office (UCDMO) and the National Institute of Standard 
Technology (NIST) provides lists of pre-certified security devices.  Likewise, the 
Defense Information System Agency (DISA) maintains an APL of radios that are 
pre-certified for interoperability.  Streamlined contract vehicles (such as indefinite 
delivery, indefinite quantity (IDIQ)) reduce bureaucratic overhead for providers 
and consumers of pre-approved products.    
By design, plug fest offerings must demonstrate their ability to ಯinheritರ security 
and interoperability from the baseline GFE embedded, real-time, infrastructure.  
A rigorous test and documentation of that ability to inherit security and 
interoperability – agreed by appropriate authorities -- will constitute ಯcertificationರ. 
Hence, the reward for successfully demonstrated OTS offerings is the direct 
channel to market offered by inclusion in government APL and associated low 
barrier contract vehicles.  
Eventually the plug fest process will evolve into a persistent, distributed, on-line 
development, test, and certification (DT&C) capability. Research sponsors, 
program managers, and prime contractors can use the persistent DT&C 
capability to transition evolving technology directly to the field -- and 
simultaneously to the systems under development -- via certified useful, secure, 
and sustainable components.    
In other words, the PFC finally addresses the fundamental gap between the 
government’s stated desires ands its ability to actually achieve its netcentric 
vision.  Namely the PFC provides a venue for evolving the value propositions and 
credible business models necessary to harvest rapidly evolving COTS IT within 
the boundary conditions of the Federal Acquisition Regulations.   
The Plug Fest Community includes many commercial companies and 
government stakeholders who have participated in dozens of successful 
demonstration events at AFCEA and AFEI trade shows, as well as other venues. 
Join us.  
